
Chapter 3: Transaction Screening Process and Procedures
This template provides you with the framework for Chapter 3: Transaction Screening Process and Procedures 


3.1 
Purpose and Importance

[Insert the name of your enterprise here] conducts transaction screening to evaluate and determine whether a prospective export/transfer of items or the performance of a business activity or service would be subject to national or foreign strategic trade controls and/or would have an unacceptable risk of diversion to unauthorized end-uses, end-users, or destinations. 
[Insert the name of your enterprise here] believes that proper transaction screening is perhaps the most important component of our ICP. The transaction screening process begins with the receipt of a request for quotation or proposal and continues through the shipment or transfer of the item from [insert the name of the country in which you are operating].
At [insert the name of your enterprise here] transaction screening is conducted [manually or with the aid of automated screening tools – insert the name of any automated screening tools (e.g. RPST)], in an effort to reduce the risk of non-compliance and diversion - without impeding upon our day-to-day business processes, operations, and activities. [Insert the name of your enterprise here] ‘s transaction screening process involves the following five (5) sub-processes: 
A.) Item classification and screening; 
B.) Party screening; 
C.) Destination screening; 
D.) End-use screening; and 
E.) Diversion risk screening.

A.
ITEM CLASSIFICATION AND SCREENING

3.1
Purpose and Importance 

[Insert the name of your enterprise here] products (including materials, software, hardware, production and test equipment, and technology) are to be screened against our national control list (NCL), [insert the name of the national control list or insert reference to the regulation/decree/ordinance which contains the current version of the NCL] to determine the appropriate commodity classification number (CCN). This process of assigning the correct CCN is known as commodity classification (for STC purposes).
In order to classify a given product, you must compare the technical specifications of the product against the technical parameters of the entries on the national control list. The correct CCN is fundamental in determining whether [insert the name of your enterprise here] must seek a license from the [insert the name of your country here] government for a particular product or technology transfer. [Add information here]
3.2
Commodity Classification Procedures 

Existing [insert the name of your enterprise here] Products 

As part of our effort to establish an Internal Compliance Program (ICP), [insert the name of your enterprise here] has undertaken an enterprise-wide effort to classify all of our existing products and technologies (for STC purposes). The [engineering group led by the Lead Engineer], will review all current products available for export and identify their technical specifications. The [engineering group] will obtain advice from internal technicians or outside suppliers as necessary to ensure the technical specifications for the product can be compared to those on the national control list.
 
If the item is a good or technology produced by another enterprise, that enterprise may be contacted to see if it already has the item classified for strategic trade control purposes, or, possibly to confirm the technical specifications and capabilities of the item. When available, [insert the name of your enterprise] personnel charged with classifying products and technology are responsible for obtaining the technical specifications from suppliers and design engineers. Note: The CLST should be used to confirm any classifications provided by an external source.
Once all technical specifications and product information is obtained, [insert the name of your enterprise here] employees should consult [the Control List Search Tool (CLST)] to compare the specifications of the [insert the name of your enterprise] item to those items found on the (most up-to-date version of) national control list. Upon careful analysis and comparison with the control list entries, the [Chief Compliance Officer and/or the Lead Engineer] will assign the proper CCN/ECN to the product and record it in [insert the name of your enterprise]’s Product Inventory Classification Database (see 3.4 below). 

New [insert the name of your enterprise here] Products 

[Insert the name of your enterprise here] recognizes the importance of classifying its products as early as possible in the design and development process. The [CCO, in conjunction with the Lead Engineer] will work with technicians from [Research & Development, add other relevant departments or business units that design or develop new goods or technology within your enterprise] to classify new goods or technologies which might be subject to strategic trade controls, as early in the product/technology life cycle and/or supply chain as possible. 
Newly-developed products which are found to be subject to strategic trade controls will be added to the Product Inventory Classification Database (see section 3.4 below), by the CCO, before they are introduced into the market. 
Special Considerations Regarding Foreign Origin Goods or Technology

In instances where the good or technology to be classified is produced by another enterprise, the [engineering group led by the Lead Engineer] shall be responsible for determining whether the item or any of its contents are of foreign origin. If the item is of foreign origin, the [Lead Engineer, in conjunction with the CCO], must determine whether that content is subject to regulatory control and re-export licensing requirements in the country of origin. Foreign origin goods and technology that are deemed to be “controlled” should be entered into the Product Inventory Classification Database (see section 3.4 below) in the same manner as other items, with a comment/remark that denotes that the item is of foreign origin and/or subject to re-export licensing requirements in the country of origin. [Note: Keep in mind that U.S.-origin controlled goods and technology are subject to re-export controls, in any instance where the proportion of U.S. controlled-content exceeds a certain percentage of the overall value of the item. (This is known as the U.S. de minimis content rule)]
3.3
Procedures for Enlisting External Assistance on Commodity Classification

When there is any uncertainty about the classification of a product or technology or [insert the name of your enterprise] is unable to produce a definitive classification for the item, the Chief Compliance Officer will seek a classification determination or [official/unofficial; written or oral] guidance from the appropriate domestic or foreign government licensing authority. In [insert the name of the country in which your business is operating], employees should contact: [insert the name of the appropriate Point of Contact at the national licensing authority in your country of operation] when uncertain about the classification of an item. Note: All communications and notifications with the national authorities should be conducted in accordance with the provisions set forth in Chapter 8 of this manual. [Add information here about licensing authorities in other countries with which your enterprise does or may do business]
In some cases, [insert the name of your enterprise] may need to employ outside experts or trade compliance consultants to assist with commodity classification efforts. The Chief Compliance Officer will determine when assistance is necessary to classify [insert the name of your enterprise] products and the most appropriate course of action to resolve the issue. 
Note: The Control List Search Tool (CLST) should be used to confirm any classifications provided by an external expert or consultant.
3.4
Procedures for Developing and Maintaining the Product Inventory Classification Database 

The classification screen element for products (including technology) is a fundamental component of [insert the name of your enterprise here]’s ICP. The Product Inventory Classification Database and the STC License Determination Table will be the sources of information to store the assessment of commodity classifications and to indicate whether an international transaction requires a license. Any special licensing requirements or conditions for a particular product should be noted in these documents. 

The Product Inventory Classification Database should be populated with the following information: 
1) The person responsible for determining the classification 
2) Each product including a description, model, and part number 
3) The potential applications, stated end-use of the item, and whether the item is dual-use or munitions-related
4) Commodity or Export Classification Number (CCN or ECN) and the date in which the classification occurred. (The Implementation Resources section of the ICP Guide contains a Control List Search Tool (CLST).  Use this tool to determine the CCN and the technical parameters of control for all items on the [EU list].)
5) The reason for the classification assigned - based on a reference to the appropriate entry on the National Control List (including the source and version of the list). (The Implementation Resources section of the ICP Guide contains the CLST. The CLST can be used to populate the “supporting control list data” field and to identify the technical specifications associated with specific CCNs found on the [EU list].) Note: Please ensure that the control list used is the most up-to-date version available.
6) Comments supporting the classification including: any special licensing restrictions or requirements derived from the national control list entry. This could include licensing restrictions to certain countries or references to other parts of your country's laws/regulations. [Add information here]

[Note: For countries that have adopted the EU control list, the classification process results in the assignment of a 5-character alpha-numeric code (or commodity/export classification number (CCN/ECN)) (e.g. 3A001 for controlled dual-use electronics or ML011 for military electronics.) For countries that have not adopted the EU control list structure, and may have multiple control lists, consult your government’s strategic trade control legal authorities and national control list to obtain the proper commodity classification numbers for your enterprise’s products.]
Once you have the proper classification for a [insert your enterprise name here] product, the country of destination, and the parties to the transaction, you must determine whether or not the product requires a license. Therefore, [insert your enterprise name here] believes it is important to develop and maintain an STC License Determination Table.
Individuals that conduct a classification screening should also populate the STC License Determination Table in an effort to determine whether the transaction requires a license. The STC License Determination Table requests that the screener provide the following information: item description and technical specifications of the item; CCN; shipping route, intermediate countries, and the final destination; end-use of the item; dual-use or munitions-related item; existence of any end-user, destination, or diversion risk concerns; and whether a license is required. There is also a field for remarks that should include a summary of any special licensing requirements or conditions for a particular product and/or transaction.
Once the STC License Determination Table has been completed, the form should be forwarded to the Chief Compliance Officer for review and analysis. The CCO will then confer with and seek final approval from senior management officials [others] before inputting the information into the [insert name of company database or intranet system].
3.5
Documenting Classification Screenings

All records of classification screenings must be retained for future reference and maintained in accordance with the recordkeeping procedures set forth in Chapter 7 of this manual. These records should be retained by the individual conducting the screening.
In addition, the Chief Compliance Officer will maintain a Product Inventory Classification Database and perform the following tasks: 

· Add new products and the appropriate classification to the database when new products are brought to market. 
· Remove products from the database when [insert the name of your enterprise here] discontinues products. 
· Modify classifications of products when changes to the national control list are published. 
· Link the STC License Determination Tables associated with previous transactions involving controlled products to the Product Inventory Classification Database.
3.6
Maintaining Classifications in Accordance with the Latest Version of the National Control List
It is critical that all products are classified against the most up-to-date version of the national control list(s). As such, the [CCO or TCO, in conjunction with the engineering group] will check the national control list(s) on [at least] a monthly basis, to determine if changes have occurred that might impact the commodity classifications assigned to our products. If and when changes occur, all classification resources [(including the CLST)] will be updated without delay. Once updated, the [CCO or TCO] will notify relevant personnel of the changes on [the same day via email notification and the list will be available on our intranet site]. Note: The national control list may also be printed and made available to all relevant staff. [Add information here]
As part of the annual ICP audit, [insert the name of your enterprise] will evaluate the item classification screening process to ensure that it is as effective as possible.

3.7
Special Considerations Regarding Technology
[Note: This section should be included as part of your ICP Manual if your enterprise exports/transfers controlled technology or operates in a national jurisdiction that maintains “deemed” export controls. This section should be customized to correspond with the technology transfer guidelines established by your enterprise and should be in full compliance with the technology transfer controls in place in the jurisdiction in which your enterprise operates. This section may be deleted if your enterprise does not conduct international transfers of controlled technology and/or “deemed” export controls are not present in the country in which your enterprise operates.]
All of the material, hardware, and software products in the Product Inventory Classification Database have associated development, production, and use technology. In addition, [insert the name of your enterprise here] may sell specific technology related to controlled or uncontrolled items. It is important to include in the Product Inventory Classification Database any technology that is marketed for international sales. For development, production, or use technology that is not normally marketed for international sales, it is recommended but not required to put those technology items in the Product Inventory Classification Database. For example, if [insert the name of your enterprise here] has no intention to sell the production technology for any item to foreign end-users, there is no need to include this item in the classification database. However, the Chief Compliance Officer needs to remind employees there are potential licensing requirements if foreign buyers want to discuss the acquisition of certain development, production, and use technologies. To summarize, technologies that are marketed and are likely to be transferred to foreign end-users should be included in the Product Inventory Classification Database.  [Note: If your enterprise conducts a significant number of controlled technology transfers, it could be useful to consult the “Additional ICP Elements for Consideration” section of the ICP Guide and the best practices outlined under the “Technology Transfer and Management Safeguards” section.]
The Chief Compliance Officer will create guidelines for all employees (management, engineering, sales, marketing, etc.) regarding technology transfers including:

· Mechanisms or scenarios for transfer (email, meetings, phone calls, etc)
· The definitions, forms, and means of transmission of technology (tangible and intangible technology transfers)
· Enterprise-specific restrictions regarding public disclosures of confidential/proprietary/sensitive information or technology 

· Data security measures designed to prevent unauthorized access to controlled technology (cloud computing, file sharing, international travel, etc.)
· Physical security measures in place to prevent unauthorized visitors and employees from accessing controlled information (storage, restricted access areas, visitor ID and badge system, new employee screening, etc.)

· Computer security (passwords, encryption, anti-virus, etc.)
All employees will be informed, on a regular basis, of such technology transfer guidelines and their responsibility to comply with them. For any technology transfer situation not described in this chapter, the guidelines will instruct employees to contact the Chief Compliance Officer for advice and guidance. 
[Note: Technology transfer guidelines can be created with help from the “Additional ICP Elements for Consideration” - “Technology Transfer and Management Safeguards” section and the “Technology Best Practices” section of the ICP Guide.]
B.
PARTY SCREENING
3.1 
Purpose and Importance
Screening all parties to a prospective business transaction or activity, especially the end-users of an item to be transferred, is a critical element of transaction screening (even when the item involved in the transaction is not “controlled”). Accordingly, [insert the name of your enterprise] is fully-committed to ensuring that it does not participate in a transaction involving a party identified on any of the available restricted or denied parties lists (e.g., U.S. Consolidated List, the Japan Foreign End-User List, and the Consolidated List of EU Sanctions [Add information here]). These lists identify the individuals and entities that have either violated strategic trade controls or have been identified as participating in activities involving arms or WMD proliferation, acts of terrorism, or other illicit activities. Trade with listed parties is most often restricted (in that it requires prior government authorization) or is prohibited altogether.
This chapter of the ICP Manual establishes formal procedures to screen all transactions and customers against the restricted party lists. [Add information here]
3.2
Select a Restricted Parties Screening Technique

[In this section you will read about two distinct screening methods. Your enterprise will need to decide which screening method will best suit the needs of your business. You may decide to delete the information in this section and in Section 3.4 (below) for the screening method that your enterprise decides not to use. If you choose to delete information, it is also necessary to edit this section and Section 3.4 to remove all references to the screening method your enterprise does not utilize.]

[This chapter of the ICP Manual has been written based on a government having an established list of parties that have violated a country’s strategic trade control laws or regulations (or governments having adopted another list such as the U.S. Consolidated List). The domestic parties on the list have lost their export privileges and are not eligible to participate in export transactions for a certain period of time. Foreign parties on the list are not able to receive exports or participate in transactions as brokers or freight forwarders. A list of this nature enhances the enforcement functions of your country by giving exporters a concise list to regularly check. It also acts as a deterrent to enterprises that may be considering questionable or dubious transactions.]

There are two basic techniques for conducting a restricted party screen: 
· The Customer-based method:  To use the customer-based method, [insert name of your enterprise] must maintain a “clean” database of all our customers that have been checked against the latest list(s) of restricted parties. If a transaction is in progress involving a party that is not in our “clean” database, the order may not be accepted until the new customer is reviewed and found not to be on the most current list of restricted parties. [Enterprises receiving orders from a fairly stable and consistent customer base may want to select this screening method.] [Add information here]
· The Transaction-based method:  To use the transaction-based method, for each order received, [insert name of your enterprise] must check the names of the ordering party’s firm and principals as well as the name of the end-user, if available, against the latest restricted parties list(s). [Enterprises receiving export orders from a wide variety of new customers thereby making the maintenance of a “clean” database difficult may opt for the transaction-based screening method.] [Add information here]
[Insert name of your enterprise] will utilize a [customer or transaction]-based screening method to assess the bona fides of all parties to a transaction.
3.3
Procedures for Conducting Party Screenings 
[Irrespective of the screening method utilized, your enterprise must establish clear procedures to govern restricted party screening].
[Insert the name of your enterprise here] will conduct restricted party screening at the point of initial contact, request for quotation or bid, or solicitation with a prospective customer, business partner, or other external party. At this juncture, [insert the name of your enterprise here] employees should identify and record the names of any individuals or entities that may be involved in the transaction and then screen those persons/enterprises against the following restricted party lists:

· [Insert the name of restricted party lists to be screened against and/or the RPST]. 

Personnel from the sales team [and others that have the primary interface with the customer or outside parties such as marketing and purchasing] are responsible for screening all parties to a proposed transaction or activity against the most up-to-date version(s) of the restricted party lists (as identified above). Note: [Insert the name of your enterprise] requires that the restricted party screening be conducted again prior to shipment, transfer, or purchase by personnel from [the shipping/logistics department] [See Chapter 4 of the ICP Manual, “Shipment Control”].  
The recommended procedures for customer-based screenings are as follows:
[Your enterprise may want to make this section more specific. Feel free to add steps to the process] 
1) Create a list or database of all the companies and individuals with whom your enterprise does business.[This list or database will be comprised of Customer Profiles and Customer Purchase Surveys] 
2) Check your customer base against the most up-to-date restricted parties list [or RPST]. Look specifically for the name of each customer's company and its principals.
3) If you discover one of your customers is on one of the restricted party lists, you must take corrective action immediately and notify the [appropriate empowered compliance official]. Please refer to Chapter 8 of this manual for the proper notification procedures.
4) [Insert recommended Procedures]
5) [Insert recommended Procedures]
6) [Insert recommended Procedures]
New [insert the name of your enterprise here] Customers
At the initial point of contact, all new customers should be screened against the restricted party lists [and/or RPST] as well as [insert the name of your enterprise here]’s internal list of potential high-risk customers. For each new customer, the [Sales, others] shall create a Customer Profile that contains basic customer information, including names (using all possible spellings and abbreviations) and addresses. 
Existing [insert the name of your enterprise here] Customers
Existing customers should be screened against the restricted party lists [and/or RPST] periodically to ensure that their business operations remain legitimate and they are not connected or thought to be connected with proliferation, terrorist, or other illegal activities. Existing and already-screened customers and business partners should be re-screened at least once per year as well as prior to any transfer or acquisition.
The recommended procedures for transaction-based screenings are as follows:
[You may want to make this section more specific. Feel free to add steps to the process]
1) Before tendering a bid, receiving an order (including product, service, and training orders), or handling purchase inquiries, check the names of the ordering party's firm and principals as well as the name of the end user (if different from the ordering party) against the latest restricted parties list [and/or RPST]. 
· Before submitting a bid or signing a contract, the [customer or sales manager] shall check the customer list or database. 

· Before servicing or training customers, the [training, sales and service] shall also check the customer list or database.
· For parties that already own [insert your enterprise name here] goods, or technology, and require servicing and training, the Chief Compliance Officer will also check these customers against the [the restricted party lists and/or the RPST] as part of [his/her] normal duties prior to entering into the transaction. [Add information here]

· When [insert your enterprise name here] personnel attend an international conference or seminar, they should try to determine whether any participants in the conference or seminar are on a restricted party list, and work with the Chief Compliance Officer to determine whether there is a risk that he or she will transfer any controlled technology or information.

2) Screen backlog orders, orders in process, and orders ready to ship when a new list or update is published.
3) Export transactions should be screened before accepting an order and again immediately prior to shipping, particularly when turnaround time on an order is more than one week. 
4) [Insert recommended Procedures]
5) [Insert recommended Procedures]
6) [Insert recommended Procedures]
[Note: The “ICP Implementation Aids” section of the ICP Guide contains templates and checklists that can be used to review and assess parties to a transaction including: the Customer Profile; Customer Purchase Survey, Checklist for evaluating customer bona fides, and Transaction Screening Questionnaire. Likewise, the “International STC Resources sub-section – End-User Screening Resources” contains hyperlinks to various restricted parties lists that your enterprise might find useful.]
[Insert your enterprise name here] has established procedures for the discovery of restricted parties. In the event there is a match or “hit” between a customer/vendor/partner and a restricted party found on at least one of the lists [and/or the RPST], the person conducting the screening should hold the transaction and immediately refer it to the Chief Compliance Officer for further examination. The Chief Compliance Officer will conduct additional due diligence to determine whether [insert the name of your enterprise here] should seek government authorization to proceed with the transaction or activity. In the event there are any outstanding questions about the identity of the individual or entity, the CCO will determine what further action should or must be taken in accordance with the provisions set forth in Chapter 8 of this manual. [Add information here]
3.4
Obtaining and Maintaining the Latest Restricted Parties Lists
[Regardless of the screening method used, all firms need to develop a procedure to prevent orders to customers who appear on restricted parties lists. Obtaining these lists and updating them when new lists become available is critical to the success of party screening efforts.] 

[Insert your enterprise name here] acknowledges that information on restricted party lists must remain current. The [CCO or TCO (in coordination with the Legal department)] shall be responsible for monitoring changes to applicable international and national restricted parties lists, obtaining the latest versions of the lists, and disseminating them to relevant personnel. 

The restricted parties lists will be reviewed on a [monthly (or biweekly for enterprises conducting a high volume of shipments)] basis by the [CCO or TCO] and if changes have occurred, all restricted party screening resources [(including the RPST)] will be updated immediately to reflect those changes. Once the lists/RPST have been updated, the [CCO or TCO] will notify relevant personnel of the changes on [the same day via email notification and the [insert your enterprise name here] intranet site].  Note: The lists may also be printed and made available to all relevant staff.  [Add information here]
	Restricted Party List
	Where to Obtain the List(s)
	Frequency of Update Checks and Last Check
	Date of Last Official List Update

	U.S. Consolidated List
	http://2016.export.gov/ecr/eg_main_023148.asp
	Bi-weekly; 25/02/2017
	21/10/2016

	[Name of list]
	[Where to obtain the list]
	[Frequency of updates]
	[dd/mm/yyyy]

	[Name of list]
	[Where to obtain the list]
	[Frequency of updates]
	[dd/mm/yyyy]


As part of the annual ICP audit, [insert the name of your enterprise] will evaluate the party screening process to ensure that it is as effective as possible.
[Note: Many enterprises will utilize their own customer and supplier information, data provided by trade and industry associations, and commercially available business intelligence services in conjunction with official, proscribed restricted party lists.]
3.5
Documenting Restricted Party Screenings
As with all screening procedures, the restricted parties screen should be properly documented and retained for future reference and auditing purposes and maintained in accordance with the recordkeeping procedures set forth in Chapter 7 of the ICP Manual. 
The following records should be retained by the individual conducting the party screening: 
· [Customer Profile]

· [Transaction Screening Checklist]

· [Checklist for evaluating customer bona fides]

· [Customer Purchase Survey]
· [Add other documentation here]
At a minimum, the party screening documentation should indicate: the name or initials of the individual performing the screening; the date the screening is performed; and the date of the most up-to-date restricted parties list [or RPST] used to perform the check. 
The documentation should may be made on the [individual order] (in the case of screening on a transaction basis) or [customer list] (in the case of screening on a customer basis). [Add information here] 
C.
DESTINATION SCREENING
3.1
Purpose and Importance 
[Insert the name of your enterprise] recognizes that screening the countries that an item will be traveling to (or through) is critical - even in cases where the item in question is not “controlled.” Transacting business with a sanctioned or embargoed country, a non-sanctioned country with a potential WMD program or significant terrorist presence, or a country that is a likely transit or transshipment point to either of the aforementioned, can result in penalties (including in some cases, criminal) being levied against [insert the name of your enterprise] and/or its employees. 
3.2
Procedures for Country/Destination Screening

[Insert the name of your enterprise here] endeavors to conduct destination screening as early in the potential transaction as possible. At the point of initial contact or a request for quotation or bid, [insert the name of your enterprise here] employees should identify, record, and report the countries that may be involved in the transaction and then screen those countries against [insert the name of sanction and embargo lists to be screened or against- as identified below]. 

[Insert the name of your enterprise] initiates destination screening at the point-of-contact with a prospective customer or business partner. Personnel from the sales team [and others that have the primary interface with the customer or outside parties such as marketing and purchasing] shall be responsible for screening all countries involved in the proposed transaction or activity (including any transit or transshipment points). 
The countries involved in the transaction or activity must be screened against the following lists: [Insert the names of the international and national government lists of sanctioned and embargoed countries to be screened against below].
· United Nations: At present, there are UN Security Council arms sanctions and embargoes in place for the following countries: [Add all countries under UN sanction or embargo].  
· European Union: [The European Union (EU) also has several country-specific sanctions programs as follows: [insert details of EU sanctioned and embargoed countries]
· Organization for Security and Co-operation in Europe (OSCE): [The Organization for Security Cooperation in Europe (OSCE) has country-specific arms embargoes in place for: [insert details of OSCE embargoed countries]  
· United States: [The U.S. government, through the U.S. Department of Treasury, Office of Foreign Asset Control (OFAC), has country-based sanctions on: [insert details of U.S. sanctioned and embargoed countries]
When a country is not found on any of the lists, [the individual responsible for screening should still confer with the Chief Compliance Officer] to evaluate the following factors:
· The strength of the STC system in the destination country, 
· The country’s proximity to and relationships with proliferation-sensitive countries or countries in the midst of an armed conflict, 
· The country’s trade/industrial/technological profile, 
· The country’s corruption index [http://www.transparency.org/research/cpi/overview],
· The presence of terrorist organizations and/or armed groups in the country, and 
· [Add other factors and information here] 
[Insert your enterprise name here] has established procedures for the discovery of sanctioned or embargoed countries. If the potential transaction or business activity involves a sanctioned or embargoed country, the person conducting the screening should stop the transaction and refer the matter to the Chief Compliance Officer, without delay, for further examination. The Chief Compliance Officer will conduct additional due diligence to determine whether [insert the name of your enterprise here] should seek government authorization to proceed with the transaction or activity. The CCO will determine what further action should or must be taken in accordance with the provisions set forth in Chapter 8 of this manual. [Add information here]
3.3
Maintaining and Updating Sanctioned/Embargoed Country Lists

[Insert your enterprise name here] acknowledges that information on country sanctions must remain current.  The [CCO or TCO (in coordination with the Legal department)] shall be responsible for monitoring changes to applicable international and national government country-sanctions. The lists will be reviewed on a monthly basis by the [CCO or TCO] and if changes occur, all destination screening resources will be updated immediately to reflect those changes. Once the resources have been updated, the [CCO or TCO] will notify relevant personnel of the changes on [the same day via email notification and the [insert your enterprise name here] intranet site].  Note: The sanction and embargo lists may also be printed and made available to all relevant staff. [Add information here]
As part of the annual ICP audit, [insert the name of your enterprise] will evaluate the destination screening process to ensure that it is as effective as possible.
3.4
Documenting Country/Destination Screenings

All records of country/destination screenings must be retained for future reference and maintained in accordance with the recordkeeping procedures set forth in Chapter 7 of this manual. These records should be retained by the individual conducting the screening.
D.
END-USE SCREENING

3.1
Purpose and Importance 
[Insert the name of your enterprise] conducts end-use screening in an effort to comply with [insert the name of your country here] “catch-all” controls and to ensure that non-listed items are not diverted to a [WMD or military end-use]. In [insert the name of your country here], [when a trader knows, should know, or is informed by the government authorities that the item or activity involved in the transaction is or may be intended for a WMD- and/or military-related end-use], the transaction may not proceed without authorization or may be prohibited altogether, regardless of whether the item is found on the national control list. As a result, [insert your enterprise name here] endeavors to screen every international transaction and activity for potentially controlled end-uses.
[Note: Your enterprise should determine the scope of the end-use controls in the jurisdiction in which you are operating. The “catch-all” controls of some jurisdictions only apply to WMD-related end-uses, while in other countries; they apply to both WMD- and military-related end-uses. In addition, the EU will soon be introducing terrorism- and human rights-based end-use controls.]

3.2
End-Use Screening Procedures
Screening for controlled end-uses can be challenging, but [insert the name of your enterprise] has developed a series of procedures to limit the potential for our products to contribute to restricted or prohibited end-uses.
[Insert the name of your enterprise] initiates end-use screening at the point-of-contact with a prospective customer or business partner. Personnel from the sales team [and those that have the primary interface with the customer or outside parties such as marketing and purchasing] shall be responsible for ascertaining the planned end-use of the item(s)/service(s) involved in the proposed transaction or activity. End-use screening methods may include:
· Making direct inquiries into the planned end-use of the item; 

· Requesting the that the party or parties involved in the transaction complete an end-use statement or end-user certificate (This is often is a requirement for obtaining a license to trade in listed items, but [insert the name of your enterprise here] may require the end-user to complete an end-use statement or undertaking, even if not required by the government, in order to obtain sufficient end-use information.

· Using government-issued guidance that provide indicators of controlled end-uses; and 

· Employing risk assessment techniques to decide whether the stated end-use is legitimate - when compared to other information about the item, transaction parties, and countries involved. 

When screening reveals a “hit” on a potential controlled end-use, the transaction should be immediately held and referred to the Chief Compliance Officer for further analysis and consideration. The Chief Compliance Officer will conduct additional due diligence to determine if the transaction or activity is WMD- and/or military-related, and whether [insert the name of your enterprise here] should seek government authorization to proceed with the transaction or activity. In the event there are outstanding technical questions about the end-use of the item, the CCO may consult with personnel from [engineering group, R&D, etc.] and other specialists. The CCO will determine what further action should or must be taken in accordance with the provisions set forth in Chapter 8 of this manual.
[Note: If your enterprise is a developer, manufacturer, or major dealer of controlled goods and/or technologies, you should analyze your goods and technologies to identify potential controlled end-uses for those items in advance of transaction screening.]
3.3
Maintaining and Updating End-Use Screenings
[Insert your enterprise name here] recognizes the importance of updating its end-use screening procedures. Because the list of controlled end-uses is not as l fluid as those of controlled end-users and destinations, they do not need to be checked and updated as frequently, however, the [Chief Compliance Officer and/or Legal department] shall be responsible for staying current with the scope of the “catch-all” provisions in any applicable domestic and foreign regulations. The [Chief Compliance Officer, in consultation with the Legal department] will conduct such reviews on a [quarterly] basis, and when substantial changes occur, the CCO will update end-use screening resources accordingly, without delay. Once the resources have been updated, the CCO will notify relevant personnel of the changes on [the same day via email notification and the [insert your enterprise name here] intranet site]. [Add information here]
As part of the annual ICP audit, [insert the name of your enterprise] will evaluate the end-use screening process to ensure that it is as comprehensive and effective as possible.
[Note: Your enterprise should seek to develop good communication and information channels with the STC licensing agencies in the jurisdictions where you operate, to help stay current with controlled end-uses and proliferation trends and to enhance your enterprise’s end-use analysis.]
3.4
Documenting End-Use Screenings

All records of end-use screenings must be retained for future reference and maintained in accordance with the recordkeeping procedures set forth in Chapter 7 of the ICP Manual. These records should be retained by the individual conducting the screening. 
E. 
DIVERSION RISK SCREENING
3.1 
Purpose and Importance 
Diversion risk screening is designed to assess the possibility that an item or service will go to a person, place, or use other than what is declared by the enterprise or authorized by the government in the course of a transaction. Diversion risk screening is intended to ensure that items or services do not go to sanctioned/restricted countries, businesses or individuals, and are not used for WMD- or military-related end-uses. 
This element is established to set-forth procedures to adequately screen all transactions against a list of "red flag" or diversion risk indicators that signal a possible diversion of an item for purposes other than its stated end-use. [Add information here]
[Note: Several national governments (including the governments of the United States, Korea, and Russia) as well as international organizations have developed and published “diversion risk” or “red flag indicators,” that enterprises can use as part of their diversion risk screening process. The “International STC Resources” section of this guide contains links to resources, entities, and publications that can be used to evaluate the proliferation or diversion risk associated with a particular transaction. 
Your enterprises is encouraged to develop its own diversion risk indicators using your specialized knowledge of the goods/technologies/services that you deal in, your customers and other actors in your industry sector, established global markets and supply chains for your items and services, and the standard commercial practices in your industry sector. The “ICP Implementation Aids” section of the ICP Guide contains a “Red Flag” Questionnaire that can also be used by your enterprise.]

3.2

Creating a Diversion Risk Profile. 


The Chief Compliance Officer will create and maintain a diversion-risk profile containing "red-flag" indicators that signal a potentially questionable transaction or activity. The “Implementing Aids” section of the ICP Guide contains a “Diversion Risk Checklist” template that can be used to create the diversion risk profile (also found below).  [Add information here]
Sample: Diversion Risk Profile 
The following is a Diversion Risk Profile provides a set of indicators, or "red flags," that are designed to alert your enterprise’s employees of the need for increased suspicion and scrutiny. 
PERSON PERFORMING SCREEN: _______________________________________

PERSON'S INITIALS: _____________

DATE PERFORMED: ____________
NAME OF CUSTOMER 

BEING SCREENED: ____________________________________________________

ADDRESS OF _________________________________________________________

CUSTOMER: __________________________________________________________

____   NEW CUSTOMER   



  ____   ESTABLISHED CUSTOMER
When any of the following Red Flag Indicators have been identified and follow-up inquiries have not satisfactorily resolved any doubts, you should not proceed with the transaction in question or you should communicate issues to the appropriate, empowered compliance official(s) within your organization.  

_
The customer or purchasing agent is reluctant to offer information about the end use (or end-user) of a product.  YES___NO___

_
The product's capabilities do not fit the buyer's line of business; for example, a small bakery places an order for several sophisticated lasers.   YES___NO___
_
The customer provides an unconvincing explanation as to why the items are required, in view of the customer's normal business or the technical sophistication of the items.   YES___NO___
_
The customer is reluctant to provide clear answers to commercial or technical questions, which are routine in normal negotiations.   YES___NO___
_
The product ordered is incompatible with the technical level of the country to which the product is being shipped.  For example, semiconductor manufacturing equipment would be of little use in a country without an electronics industry.   YES___NO___
_
The customer has little or no business background.  For example, financial information unavailable from normal commercial sources and corporate principals are unknown by trade sources.   YES___NO___

_
The customer is willing to pay cash for a very expensive item when the terms of the sale call for financing.   YES___NO___
_
The customer is unfamiliar with the product's performance characteristics but still wants the product.   YES___NO___

_
Routine installation, training or maintenance services are declined by the customer. YES___NO___
_
Customs does not request performance guarantees, warranty or normal service.    YES___NO___
_
Delivery dates are vague, or deliveries are planned for out-of-the way destinations.   YES___NO___

_
A freight forwarding firm is listed as the product's final destination.  YES___NO___
_
The shipping route is abnormal for the product and destination.   YES___NO___

_
Packaging is inconsistent with the stated method of shipment or destination.   YES___NO___
_
When questioned, the buyer is evasive or unclear about whether the purchased product is for domestic use, export, or re-export.   YES___NO___
_
Customer uses only "P.O. Box" address or has facilities that appear inappropriate for the items ordered.   YES___NO___

_
Customer address is similar or the same to that found on the governmental denied persons list or on a governmental or company database of restricted parties/individuals.   YES___NO___

_
Customer desires unusual requirements for excessive confidentiality about final destinations, or customers, or specifications of items.   YES___NO___
_
Customer's order is for parts known to be inappropriate, for which the customer appears to have no legitimate need (e.g., there is no indication of prior authorized shipment of system for which the parts are sought).  YES___NO___
_
Customer requests an excessive amount of spare parts or other items that are related to the product, but not to the stated end-use.   YES___NO___
_
Customer requests completion of a partly-finished product.   YES___NO___
_
Customer is known to have, or is suspected of having, unauthorized dealings with embargoed countries or end-users of concern.   YES___NO___

_
[Add any enterprise-specific indicators here]. 

3.3
Procedures for Screening against the Diversion Risk Profile. 

Diversion risk screening is to be conducted for all business transactions and activities involving foreign persons or places, even if the results of all of the other types of screens are negative. 
Personnel from the sales team [and any other employee that has the primary interface with the customer or outside parties such as marketing and purchasing] shall be responsible for conducting the preliminary diversion risk screening. [Insert your enterprise name here] staff should screen each transaction against the diversion-risk profile immediately upon initial contact with the customer or upon receipt of the order. A diversion risk screen will also be conducted any time the customer requests a change to an existing order or when new information becomes available. Later in the order process, the diversion risk screen will be conducted by the [logistics/shipping] department as part of the shipment control process. [Add information here] 

If at any time [sales and marketing, others] has reason to believe that a customer’s status has changed, a new diversion-risk screen should be performed. [Add information here]
When there is a “hit” against any of the diversion risk indicators, the transaction should be halted, and the diversion risk profile should be immediately forwarded to the Chief Compliance Officer for further analysis and investigation. The Chief Compliance Officer will conduct additional due diligence to determine if the transaction or activity is restricted or prohibited and requires government authorization. The CCO will determine what further action should or must be taken in accordance with the provisions set forth in Chapter 8 of this manual.
[Note:  The “ICP Implementation Aids” section contains checklists and templates that can be used to better assess diversion risk. Likewise, the “International STC Resources” section contains hyperlinks to a variety of diversion risk/red flag indicators that your enterprise could find useful.]
3.4
Maintaining and Updating Diversion Risk Indicators 

[Insert your enterprise name here] recognizes the importance of updating diversion risk indicators on a regular basis in order to adapt to new proliferation trends and potential vulnerabilities to our business. Because the list of diversion risk indicators is not as lengthy or fluid as those of controlled end-users and destinations, it does not need to be checked and updated as frequently. However, [insert your enterprise name here] will strive to stay current with the diversion risk provisions of any applicable domestic and foreign regulations, as they do change from time-to-time. 

The [Chief Compliance Officer, in consultation with the legal, sales, and other departments] will conduct review diversion risk indicators on a [quarterly] basis, and when substantial changes occur, the CCO will update end-use screening resources accordingly, without delay. Once the resources have been updated, the CCO will notify relevant personnel of the changes on [the same day via email notification and the [insert your enterprise name here] intranet site].  [Add information here]
As part of the annual ICP audit, [insert the name of your enterprise] will evaluate the diversion risk screening process to ensure that it is as comprehensive and effective as possible. [Add information here]
 [Note: Technical and sales specialists from your enterprise can help tailor or expand upon government-provided lists of diversion risk indicators and your legal team can offer guidance on whether there are diversion risk/red flag indicators that, because they are codified in national legislation, if present in a transaction, automatically impute the knowledge or suspicion of an unauthorized end-user, destination, or end-use necessary to trigger the STC system’s “catch-all” provisions.]
[Note: Your enterprise should seek to develop good communication and information channels with the STC licensing agencies in the jurisdictions where you operate, to help stay current with controlled end-use and proliferation trends and enhance your enterprise’s end-use analysis.]
3.5
Documenting Diversion Risk Screenings 


All records of diversion risk screenings must be retained for future reference and auditing purposes and maintained in accordance with the recordkeeping procedures set forth in Chapter 7 of the ICP Manual. These records should be retained by the individual conducting the screening. 

The diversion-risk screen may be documented on each order or in the firm's customer file whenever new information on the customer becomes available. The comprehensiveness of the documentation will depend upon the extent of the relationship between [insert the name of your enterprise] and the customer and the sensitivity of the item ordered.  For example, a new customer should conceivably be examined with greater scrutiny than an existing well-known customer. [Add information here]
A well-documented Customer Profile noting each customer's usual activities and orders should be helpful in screening new orders.  Such a file should be updated whenever new information on a customer becomes available. Any information indicating a risk of diversion and all correspondence with the government should be noted in the customer profile.  [New customers should be screened, and a profile created, before placing the new customer on the firm's approved customer list.] [Add information here]
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� For example, if an item in your inventory is measured in psi (pounds per square inch) but the corresponding item on the control list is measured in “atmosphere” or “torr.” A technical specialist may be necessary to assist in determining if your item is subject to control.
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